WCSVietnam

AWildlife Conservation Society Program

TERMS OF REFERENCE
BAN MO TA CONG VIEC

Service (to be performed):
Research on cooperation mechanisms in the

detection and investigation of cyber-enabled illegal
wildlife trade (IWT) in Viet Nam

Dich vu (sé cung cép):

Nghién ctru vé cac co ché hop tac trong phat hién, diéu
tra téi pham mang lién quan dén buén ban trai phap
luat BVHD

Location of Service provided: Virtually

Dia diém thwe hién: Lam viéc tir xa

Duration of Service’s performance: Aug-Sep 2023

Thoi gian thuwe hién dy kién: thang 8-9, 2023

I Background:

The trade in wildlife and wildlife products is
increasingly shifting to online platforms, especially
since the outbreak of COVID-19. However, cyber-
enabled lllegal Wildlife Trade (IWT) is often
overlooked, falling at the intersection of agencies’
responsibilities. Environmental police departments
often lack the skills and expertise to detect and
investigate online wildlife trade and high-tech/digital
crime police departments are often unaware of or
knowledgeable about the operations of wildlife
criminals and pay little attention to detecting and
investigating online IWT. A lack of cooperation
between these agencies hampers investigations.

In this situation, the stakeholder analysis and review
of their existing inter-agency collaboration and
cooperation mechanisms on detection and
investigation of cyber-enabled IWT in Viet Nam will
help identify what can be improved. Therefore, WCS
is seeking a consultant to support us in researching
this issue. Results of this research could be
presented in workshop/s on the topic hosted by WCS
and its government partners and be a good reference
for different agencies.

l. Boi canh:

Hoat dong buén ban BVHD va cac san phém tr BVHD
dang dan chuyén sang cac nén tang tryc tuyén, dic biét
la k& tlr khi dich COVID-19 bung phat. Tuy nhién, hoat
dong budn ban trai phép BVHD trén mang thwong bj bd
qua do thudc trach nhiém giao thoa gitra nhiéu co quan
khac nhau. Cac co quan canh sat méi trwong thwong
thiéu nhirng ky nang, chuyén mén dé phat hién va diéu
tra hoat déng budn ban BVHD truc tuyén, trong khi cac
co quan canh sat vé phong chéng t6i pham céng nghé
cao thwdng chwa nhan thirc hodc chwa cé hiéu biét vé
hoat déng cua loai téi pham nay, tir d6 it chi y dén viéc
phat hién va diéu tra. Cac cudc diéu tra khi thwc hién ciing
thwdng gap kho khan do thiéu sw hop tac gilra cac co
guan.

Trwéce tinh hinh d6, viéc phan tich cac bén lién quan va
ra soét cac co ché hop tac va phdi hop lién nganh hién
c6 gilra cac co quan nay trong cdng tac phat hién va diéu
tra t6i pham mang lién quan dén budn ban trai phap luat
DVHD tai Viét Nam sé gitp xac dinh nhirng van dé can
cai thién. Do do, WCS tim kiém chuyén gia thyc hién hoat
déng nghién ctru vé ndi dung trén. Két qua nghién ctru
c6 thé dwoc trinh bay trong hoi thdo vé cha dé nay do
WCS va dbi tac 1a co quan nha nwéc td chire, dong thoi
cling 1a mot tai liéu tham khao hiru ich cho cac bén lién
quan.

Il. Objectives:

e To identify and analyze stakeholders relevant to
detecting and investigating cybercrime associated
with IWT in Viet Nam.

e To identify and clarify the mechanisms for
cooperation within police forces and among police
forces and other stakeholders in detecting and
investigating cybercrime associated with IWT in
Viet Nam.

Il Muc tiéu:

e Xac dinh va phan tich dwgc cac bén trong cong tac phat
hién va diéu tra tdi pham mang lién quan dén budn ban
trai phap luat BVHD tai Viét Nam.

e Xac dinh va lam rd dwoc cac co ché hop tac va phéi
hop hién hanh gilra cac co quan xac dinh néu trén, dac
biét gira cac don vi cla lwc lwgng canh sat va gidra lyc
lwgng canh sat vé&i cac co quan khac trong cong tac
phét hién va diéu tra t6i pham mang lién quan dén budn
ban trai phap luat DVHD tai Viét Nam.




e Chi ra dwoc nhitng thuan loi va bat cap, 16 héng va
chdng chéo trong cac co ché hop tac va phdi hop hién
c6 (néu co), tr dé dwa ra cac khuyén nghi nhdm nang
cao hiéu qua cong tac phong, chdng budn ban trai phap

e To figure out the advantages and disadvantages,
gaps and loopholes in the existing collaboration and
cooperation mechanism (if any), then provide
recommendations to improve the effectiveness in

CWT.

luat BVHD tai Viét Nam.

Total allotted time (total working days): To be determined according to the consultant proposal and agreed by

Description of work:

Activities

Outputs/
deliverables

Completed
by

Allotted time
(# of days)

¢ Reviewing the existing public provisions
and regulations on the topic research,
including but not limited to those in laws,
decrees, circulars, case laws,
regulations of relevant sectors such as
police forces, customs agencies,
Ministry/Department of Information and
Communications, etc.

e Listing all stakeholders involved in
detecting and investigating cyber crimes
related to IWT in Viet Nam, including but
not limited to stakeholders such as
police forces, customs agencies,
Ministry/Department of Information and
Communications, etc. and analyzing
their respective roles.

¢ Indicating mechanisms for cooperation
between police forces and between
police forces and other stakeholders,
such as customs agencies,
Ministry/Department of Information and
Communications, etc. in detecting and
investigating cyber crimes related to
IWT.

e |dentifying advantages and
disadvantages of applying the indicated
mechanisms.

¢ Giving recommendations to improve the
effectiveness of cooperation within
police forces and among police forces
and other stakeholders in detecting and
investigating cyber crimes related to IWT
in Viet Nam.

A research report
(about 30 pages
excluding the
appendix) on the
current cooperation
mechanism in
detecting and
investigating
cybercrime
associated with IWT
in Viet Nam and;
recommendations.

Sep 15,
2023

To be
identified
based on

the proposal
of the
consultant
and agreed
by WCS

WCS
lll. M6 ta cong viéc:
Th&i han Thoi gian
Hoat dong dw kién Dau ra/san pham dy kién | woc tinh (sb
hoan thanh ngay)
. 01 béo cao nghién
e Ra soat cac quy dinh, quy ché cong khai , X g .

A s A X ax A cwu (khoang 30 Puwoc xac
hién hanh vé van dé nghién ctru, bao .

A N . trang chwa bao dinh dwa
gom nhung khong gidi han quy dinh om phu lyc) phan trén dé xuat
trong céc luat, nghi dinh, thong tw, an le, | 90 PMUUCI PRy 5190003 | 1S )

PN L i tich vé cac co ché cua chuyén
quy ché cua cac nganh lién quan nhw . . s ah
X . 2 hop tac trong phat gia va dong
Iwc lwgng canh sat, co quan hai quan, Y N A

e . . N . hién va diéu tra toi y b&i WCS
B&/S& Thong tin va Truyén thong, v.v. A

pham mang lién




o Liét ké cac bén lién quan dén cong tac
phat hién va diéu tra tdi pham mang lién
quan dén buén ban trai phap luat DVHD
tai Viéet Nam, bao gdm nhwng khéng gidi
han cac bén nhv Iyc lwvgng canh sat, co
quan hai quan, B4/S& Thong tin va
Truyén théng, v.v. va phan tich vai trd
twong rng cla cac bén.

e Chira céc co ché hop tac gitra cac luc
Ilwgng canh sat v&i nhau va gitra lyc
Iwgng canh sat v&i cac don vi khac nhw
co quan hai quan, B6/Sé& Thong tin va
Truyén thdng, v.v. trong céng tac phat
hién va diéu tra téi pham mang lién quan
dén budn ban trai phap luat BVHD.

e Xac dinh thuén lgi va khé khan trong
thwe tién ap dung cac co ché hop tac da
chira.

o Néu dé xuat nham tang cwéong hiéu qua
hop tac gilra cac lwc lwong canh sat voéi
nhau va gilra lwc lwgng canh sat véi cac
don vi khac trong céng tac phat hién va
diéu tra td6i pham mang lién quan dén
budn ban trai phap luat DVHD tai Viét

quan dén buén ban
trai phap luat
PVHD tai Viét Nam
va cac khuyén
nghi.

Nam.
Téng sb ngay coéng du kién: Puwoc xac dinh dwa trén dé xuét cla don vi cung cép dich vu va chép thuan bai
WCS
V. Requirements (selection criteria): IV. Yéu cau (Tiéu chi tuyén chon):

e Master or Doctor degree(s) in law, criminology,
security science or related fields.

e Atleast 10 years of relevant experience in law
enforcement and/or training education for law
enforcement forces and/or academic research.

e At least three research products related to
cybercrime, economic crime or related fields.

e Experience in inter-agency collaboration and
CWT field would be preferred.

C6 bang Thac si/Tién s vé luat, tdi pham hoc, khoa
hoc an ninh hoac linh vic lién quan.

C6 it nhat 10 n&m kinh nghiém thyc thi phap luat
va’/hodc gidng day, dao tao cho céac lyc lwgng thye
thi phap luat va’hoac nghién ctru & linh viec lién quan.
C6 it nhat 03 sdn phdm nghién cru vé& phong chéng
téi pham mang, té6i pham kinh t& hoac Iinh vuec lién
guan.

U'u tién ng vién co kinh nghiém trong hoat déng hop
tac lién nganh va hoat déng phong, chéng budn ban
trai phap luat BVHD.

V. Selection criteria/Tiéu chi lwa chon

VI. Application procedure:

Interested candidate(s) are invited to send the
following documents/information to
viethamconsulting@wcs.org before 17:00 of
20/8/2023:

e Anupdated CV including link(s) to or soft copies
of related research products.

e Atechnical proposal including methodology,
suggested work plan and timeline.

e Afinancial proposal (in VND, estimated total
number of working days and daily rates,
including all taxes and fees such as personal
income tax, VAT, etc.).

VI
ng vién quan tdm xin vui ldng glvi cac tai liéu/thdng tin
sau day dén hom thw dién tor
vietnamconsulting@wcs.org trwwéc 17:00 gid ngay

Thu tuc (rng tuyén:

20/8//2023:

01 Ban ly lich tw thuat cap nhat, bao gém dinh kém
ban mém hodc dworng dan dén cac san pham
nghién ctru lién quan da thwe hién.

01 Dé xuét ki thuat bao gébm: phwong phép thuc
hién, ké hoach thuc hién dy kién va thei gian dw
kién.

01 Pé xuét tai chinh (tinh bang VND, téng s ngay
coéng du kién va mire thu lao/ngay, da bao gdm cac
loai thué phi nhw thué thu nhap ca nhan, VAT, v.v)



mailto:vietnamconsulting@wcs.org
mailto:vietnamconsulting@wcs.org

Note: Only shortlisted candidate(s) will be
contacted.

Lwu y: Chi trng vién phu hop dwoc lién hé.




