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A Wildlife Conservation Society Program

Procurement Notice: Consultancy service to develop and facilitate the use of a guideline for

investigating online illegal wildlife trade.

Théng bao: Tim chuyén gia tw van xay dwng tai liéu va hd tro st dung tai liéu hwdng dan vé diéu
tra budn ban trai phép bdo vé dong vat hoang da trén nén tang trwc tuyén.

Service (to be performed): To develop and facilitate
the use of a guideline for investigating online illegal
wildlife trade.

Dich vu (sé cung cap): Xay ding tai liéu va hé tro
st dung tai liéu hwéng dan vé dleu tra bubn ban trai
phép ddng vat hoang da trén nén tang truc tuyén

Location of Service provided: On-site and selected
province/city

Dia diém thwc hién: Tai chd va tai tinh thanh dwoc
Iwa chon sau

Duration of Service’s performance: November
2024 — May 2025

Thoi gian thwe hién dw kién: Thang 11/2024 -
thang 5/2025

I Background:

lllegal wildlife trade (IWT) has grown on online
platforms, becoming more sophisticated and
complex. According to the Supreme People’s
Procuracy (SPP), during 2022-2023, there was a
significant increase in prosecuted wildlife cases with
568 cases involving 720 offenders. Notably, 252 of
these offenders utilized online platforms and mobile
devices for communication and trading of wildlife
products. That required law enforcement efforts to
collect digital data to identify the whole network of
criminal associates. Open-source intelligence
(OSINT) tools that leverage publicly available data
have expanded to offer solutions that enhance digital
data collection and analysis. Recently, WCS Viet
Nam has organized several training sessions to
familiarize prosecutors and police with OSINT tools
to aid them in the fight against cyber criminals.

To further enhance the knowledge and skills of law
enforcement and judicial officers in using OSINT
tools and digital data in detecting and investigating
online IWT, WCS Viet Nam is seeking an expert who
has a broad knowledge of OSINT tools to develop a
comprehensive guideline for investigating online
IWT. Once finalized, the guideline will be made
accessible for broader application by law
enforcement and judicial officers at national and
provincial levels, especially where there are
significantly identified online wildlife trade.

l. B6i canh:

Budn ban trai phép dong vat hoang dé (BVHD) da va
dang phat trién phic tap va tinh vi hon trén cac nén
tang trwc tuyén. Theo thdng ké clia Vién kiém sat nhan
dan (VKSND) tbi cao, trong giai doan 2022-2023, sb
vu an vé BVHD gia téng dang ké, vai 568 vu lién quan
dén 720 bj can. Dac biét, trong sé do, co té¢i 252 bj can
da st dung cac nén tang trwc tuyén va thiét bj di dong
dé giao dich, budn ban cac san pham BVHD. Chinh vi
vay, cac co quan thyc thi phap luat can nd lwc hon
trong viéc thu thap di¥ liéu dién t& nham xac dinh toan
bd mang lwdi t6i pham. Cac céng cu khai thac thdng
tin t ngudn mé& dua trén di¥ liéu cé sén, cdng khai da
duwoc phat trién dwa ra cac gidi phap vé thu thap va
phan tich di¥ liéu dién t&. Trong thoi gian qua, WCS
Viét Nam da té chirc mét sb khoa tap hudn nham giup
cac kiém sat vién, cbng an quen thudc véi cac céng cu
diéu tra tir ngudn mé& dé hd tro cho hoat déng dau
tranh v&i tdi pham mang.

Dé& nang cao kién thirc va k§ ndng clia cac can bd thuc
thi phap luat va can b tw phap trong viéc str dung cac
cong cu diéu tra tir nguén mé va di liéu dién t& nham
phat hién va diéu tra cac vu budn ban trai phép DVHD
trwc tuyén, WCS Viét Nam mudn tim kiém mot
chuyén gia c6 hiéu biét sau réong vé cac cong cu diéu
tra tir nguébn mé& dé xay dwng tai lieu hwéng dan diéu
tra budn ban trai phép DVHD trén nén tang truc tuyén.
Sau khi hoan thanh, tai liéu hwéng dan sé duoc gioi
thiéu réng rai dén cac co quan thuc thi phap luat va
co quan tw phap & cap quéc gia va dia phwong, dac
biét tai mot sb tinh, thanh phd ghi nhan nhiéu hoat
ddng budn ban trai phép BVHD truwe tuyén.

Il. Objectives:

Develop and facilitate the use of a guideline for
investigating online IWT to equip law enforcement
and judicial officers with the essential knowledge
and tools for effectively investigating online illicit
wildlife trade.

Il. Muc tiéu:

Dé xay dung tai liéu va hd tro' st dung tai liéu
hwéng dan vé diéu tra budn ban trai phép BVHD
trén nén tang trwc tuyén nham cung cép cho can bo
thwe thi phap luat, can bo tw phap co cac kién thirc
va k¥ nang can thiét dé diéu tra buén ban trai phép
DVHD truc tuyén hiéu qua.




Description of work:

Outputs/ Complete |Allotted time| Payment
Activities deliverables d by (# of days) schedule
1. Develop aguideline for investigating online | A guideline for February [To be Payment wil
IWT investigating 2025 |determined |be made
- Research and review available materials on online IWT is according to |one time
cyber-enabled IWT and OSINT investigation, finalized the after the
including those provided by WCS Viet Nam. consultant  [activity
- Develop a detailed outline of a guideline for proposal completion;
investigating online IWT, including but not and agreed |3nd upon
limited to: upon by Isybmission
e General technology terms related to WCS and
cybercrime investigation. approval of
. 8\éerview of OSINT resources and the
INT investigation. :
¢ Introduction OSINT tools deliverables
v Internet investigation.
v' Social media investigation.
v" Email investigation.
v" Online Market Investigations;
v' Dark web investigation.
e Some key points for collecting and
utilizing digital data as evidence in
wildlife crime cases
v" The collection and preservation of
digital data;
v' Transformation of collected digital data
into evidence for investigations and
prosecutions of wildlife crime.
- Develop a step-by-step guide of different IWT
investigative techniques from open source.
- Revise and finalize the guidelines based on
the WCS Viet Nam’s comments;
2. Facilitate the use of a guideline for - Training
investigating online IWT materials (e.g.,
- Develop the presentations based on the PowerPoint
secured agenda and finalized guidelines, presentations,
including practical exercises. practical
- Co-facilitate different sessions during the exercises,
3?'”'”9 sessions/meetings organized by WCS handouts.) are May 2025
iet Nam. prepared;
- Provided remote/virtual technical support to - Presentations/
above mentioned participants in implementing discussions are
the guideline (if any) delivered,;
- Notes of
training follow-
up/coaching
sessions and
actions to
trained
participants

Total allotted time (total working days): To be determined according to the consultancy proposal and agreed

by WCS
1. M6 ta cong viéc cu thé:
, ‘ | Thoihan | o o Ké hoach
Hoat dong dw kién DPau ra/sédn pham | hoan thanh | . .« | thanh toan
. % céng dv kién
dv kien
1. Xay dung tai liéu hwéng déan vé diéu Puoc xac | Thanh toan
tra buén ban trai phép DVHD trén nén -01bdcongcu [Thang dinH dwa 1 1an sau
tang truec tuyén o hoan thién 2/2025 trén dé xut | khi két thuc
- Nghién ctru cac tai liéu c6 san vé hoat cla don vi hoat dong
dong buén ban BVHD trén khéng gian cung cép va sau khi




mang va diéu tra bang ngudn mé, bao

gdm nhirng tai liéu do WCS Viét Nam

cung cép.

- Xay dwng dé cwong chi tiét cla tai liéu
hwéng dan didu tra budn ban trai phép
DVHD trwc tuyén, cac ndi dung bao gdbm
nhwng khéng gi¢i han:

e Cac thuat nglr cdng nghé thdng tin
lién quan dén diéu tra toi pham mang.

e Tbng quan vé cac ngudn tai nguyen

va hoat dong diéu tra twr nguon ma;

Gi¢i thiéu ve cac cong cu diéu tra ttr

ngudn mé&

Diéu tra trén Internet.

Diéu tra trén mang xa hoi.

Diéu tra email.

Diéu tra trén thj trwéong trwc tuyén.

Diéu tra trén dark web.

Mét s6 diém lwu y trong qua trinh thu

thap va str dung di¥ liéu dién tl lam

chrng ct¥ trong cac vu an t6i pham vé

DVHD.

v" Viéc thu thap va bao quan di liéu dién
tee.

v' Chuyén déi di¥ lieu dién t& da thu thap
thanh chirng clr trong hoat dong cuéc
diéu tra va truy tb t6i pham vé DVHD.

- Xay dyng tai liéu hwéng dan diéu tra tir
ngudn mé theo tirng bwédc dbi véi hoat
déng budn ban trai phép DVHD trén nén
tang truc tuyén

- Ra soat, stra dbi va hoan thién tai liéu

hwéng dan dwa trén cac y kién gép y cla
WCS Viét Nam.

AN N N NN

- 01 ban huwdng
dan ap dung bd
cbng cu.

dich vu va trinh cac

chép thuan | san pham

b&i WCS daura
duwoc WCS
chép thuan.

Hé trosdr dung tai liéu hwong dan diéu
tra buon ban trai phép DVHD trén nén
tang truc tuyén

- Xay dyng cac bai trinh bay dwa trén
chwong trinh da dwgc phé duyét va tai
liéu hwéng dan da hoan thién, bao gébm
bai tap thwc hanh.

- Pdng hbd tro hwéng dan trong cac khoa
tap huan/cudc hop ky thuat do WCS Viét
Nam tb chirc.

- Cung cép hd tro ky thuat tir xa/trwe
tuyén cho hoc vién da tham gia tap huén
trong qua trinh &p dung tai liéu hwéng dan
(néu co).

- Tai liéu dao tao
(vi du: bai trinh
bay PowerPoint,
bai tap thuc
hanh, tai liéu
phat tay) dwoc
chuan bi.

- Cé4c bai trinh
bay/thao luan
dwoc thwe hién.
- Nhirng ghi chép
theo déi/hwdng
dan cho nhirng
ngu®i tham gia

Thang
5/2025

tap huan
Téng sb ngay cong dw kién: Buoc xac dinh dwa trén dé& xuat ctia don vi cung cap dich vu va chap thuan béi
WCS
V. Requirements (selection criteria): V. Yéu cau (Tiéu chi tuyén chon):

Graduate/postgraduate degree in information
technology, law, criminology, or related majors.
Knowledgeable about cybercrime and techniques
in the collection and preservation of electronic
digital data.

Experience in collecting information from open
sources, digital forensics, or delivering training
sessions on digital data and OSINT investigation.
Good presentation skills.

C6 bang dai hoc/sau dai hoc chuyén nganh ,
cbng nghé théng tin, luat, t6i pham hoc hoac cac
chuyén nganh lién quan;

C6 kién thirc vé tdi pham mang va céc kj thuat
thu thap va bao quan di liéu dién ti;

Co kinh nghiém trong thu thap thong tin tr ngudn
mé; phap y ky thuat sb hoac glang day cac ndi
dung vé di¥ liéu dién t&r va diéu tra t&r nguén mé;

C6 ky nang trinh bay tét;




o Understanding of illegal wildlife trade and counter
wildlife trafficking in Vietnam is an advantage.

e Uutién &ng vién co hiéu biét vé thuc trang vi
pham phap luat vé bao vé BVHD va cong tac
phong, chéng buén ban trai phap luat BVHD tai
Viét Nam.

V. Application procedure:

Interested candidate(s) are invited to send to

viethamconsulting@wcs.org before 17:00 of 13

November 2024

1. A technical proposal with detailed methods to
achieve the output/deliverables mentioned in
section 111

2. Financial proposal (in VND, estimated total

number of working days and daily rates, including all

taxes and fees such as personal income tax, VAT,

etc.)

3. An updated CV with relevant working experience
and products to the project (links to or soft copies).

Note: Only shortlisted candidate(s) will be contacted

V. Tha tuc tng tuyén:

(ng vién quan tdm xin vui ldng g qua hom thw dién
tlr vietnamconsulting@wcs.org trwéc 17:00 gio ngay
13/11/2024

1. Dé xuét ki thuat néu cu thé phwong phép thuc
hién dé dat dwoc dau ra/san phdm néu & muc Il

2. Dé xuét tai chinh (tinh bang VND, téng sé ngay
coéng du kién va mirc thu lao/ngay, da bao gébm
céc loai thué phi nhw thué thu nhap ca nhan,
VAT...)

3. Lylich gép nhat thé hién kinh nghiém lam viéc,
san pham nghién ctru lién quan den dw an
(dwdng link hodc ban méem);

Lwu y: Chi trng vién phu hop duwoc lién hé
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