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Terms of Reference (ToR)
Team of IT Coding Specialists
For Youth Development Monitoring System (YDMS App)

(Vietnamese below/Tiéng Vigt phia duwéi)

1. Background and Project Objectives
The Youth Development Monitoring System (YDMS) is an innovative project led by CONG TY
TNHH KHAI PHONG TIEM NANG LEADERINYOU, is supported by Being — an international
mental health initiative hosted by Grand Challenges Canada and funded in part by Fondation
Botnar, The UK’s Department of Health and Social Care using UK aid through the National
Institute for Health and Care Research (NIHR), and the Government of Canada, in partnership
with the Science for Africa Foundation, Orygen, and United for Global Mental Health. This
initiative aims to address pressing mental health challenges faced by Vietnamese youth aged 10-
15 by leveraging advanced digital technology.
The YDMS platform integrates psychological insights with cutting-edge IT solutions to offer real-
time feedback, data-driven interventions, and secure, user-friendly tools for students, parents, and
educators.
The IT Coding Specialists will play a critical role in developing and deploying the YDMS app,
ensuring that it meets all functional, security, and user experience requirements. The YDMS
application aims to:

1. Enhance emotional regulation

2. Reduce family conflicts

3. Improve family communication

2. Objectives and Expected results
2.1. Target audience:
The target audience for the YDMS App is:

e Adolescents (the core of the App)

o Parents/caregivers.

e Teachers/schools

o Service providers/teams of psychologists

2.2. Objectives:

e YDMS App is built as a platform that combines psychological expertise with advanced IT
solutions to provide real-time feedback, personalized interventions and a support platform
for adolescents, parents and teachers.

2.3. Expected results:

o For teenagers: The YDMS application is like a smart companion that helps them (aged 10-

15) share their emotions, receive instructions (professional instructions, suggested
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exercises, apps/games to regulate emotions) to practice/solve problems they may
encounter.

e For parents and educators: The YDMS application is a communication channel for parents
and educators to grasp early.

e For Service Providers: a tool to manage and update professional content provided to the
YDMS application and analyze and synthesize data to design programs/solutions to create
positive, comprehensive changes at the family and youth level.

3. Scope of work for Team of IT coding specialists
The IT Coding Specialists will be responsible for the development, testing, and deployment of the
YDMS app. Their work will focus on translating technical specifications into robust, scalable code
while collaborating with business analysts and psychology experts.
Key responsibilities include:
3.1. App Development:
e Develop the YDMS app for mobile (Android/iOS) and web platforms using secure and
scalable programming languages and frameworks (e.g., lonic, Angular, Node.js).
o Implement features that support key project objectives:
- Emotional Regulation: Tools for tracking emotional states, including self-reporting
features and real-time data visualization.
— Conflict Resolution: Interactive tools for tracking and managing family conflicts,
offering tailored recommendations.
- Family Communication: Guided discussion modules, goal-setting tools, and progress
trackers.
e Build and integrate functionalities for assessments (e.g., Strengths and Difficulties
Questionnaire (SDQ), Parent-Adolescent Communication Scale (PACS)).
3.2. Database Design and Integration:
o Design and implement a secure, scalable database for storing and processing user data.
o Ensure seamless integration with cloud storage and analytics systems to provide real-time
insights while maintaining data security.
3.3. User Experience and Interface:
e Create an intuitive, user-friendly interface that caters to students, parents, and educators.
e Incorporate gamification elements (e.g., badges, rewards) to encourage engagement.
o Ensure accessibility for users with varying levels of technical proficiency.
3.4. Security and Privacy Compliance:
o Implement robust encryption protocols to safeguard sensitive user data.
o Ensure compliance with local and international data protection regulations (e.g.: GDPR).
o Regularly test the app for vulnerabilities and apply updates to maintain security.
3.5. Testing and Quality Assurance:
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e Perform comprehensive testing, including unit tests, integration tests, and user acceptance
tests, to ensure the app’s functionality, performance, and reliability.
e Debug and resolve technical issues promptly during the development lifecycle.
3.6. Post-Deployment Support:
e Provide ongoing maintenance and support for the YDMS app, including updates and
feature enhancements.
e Monitor app performance, address user feedback, and ensure optimal uptime.
3.7. Language Support:
e The language used in YDMS App must be Vietnamese.

4. Detailed App Requirements
The YDMS app will feature:
4.1. Core Functionalities:
o Self-reporting tools for students to log emotions and daily activities.
e Real-time feedback to families based on aggregated data.
e Assessment modules for psychological and communication evaluations.
e Resource libraries with interactive educational materials (e.g., videos, guides).
4.2. Technological Features:
e Multi-Platform Support: Compatibility with Android, i0S, and web platforms.
e Real-Time Data Analytics: Aggregated and anonymized data visualization for users and
policymakers.
o Interactive Modules: Personalized interventions, exercises, and gamified engagement
tools.
4.3. Security Measures:
o End-to-end encryption for all user interactions and stored data.
e Role-based access controls for different user types (students, parents, educators).
e Regular backups and secure cloud storage solutions.

5. Delivered products
o Package and upload YDMS App to Appstore and CH Play;
e Source code of the YDMS App;
o User guideline, managing and operating the YDMS application documents;

6. Preferred programming language
Frontend Platforms (App): lonic Angular
Backend Platforms: Odoo
Programming languages: JavaScript, Python, Angular
Database management system: PostgreSQL
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7. Project Timeline and Duration
The expected construction time of the Youth Development Monitoring Application is from March
15,2025 to August 31, 2025 with the following important milestones:
e March 2025: Business analysis, writing functional design documents for the YDMS
application.
o June 202S5: Installing the Beta version of the application, initializing professional data and
putting it into trial operation.
e July 2025: Synthesizing feedback and programming to complete the YDMS application
system.
e August 2025: Installing the complete version of the YDMS application system, creating
accounts, training users and putting it into official operation.
- Number of days of training and support for using YDMS App in the field: 06 days
— Number of IT specialists: 02 specialists
- Notes: Travel and accommodation expenses of IT Specialists will be covered by
LeaderInYou.

8. Required Qualifications and Experience

e Education: Bachelor’s degree or higher in Computer Science, Software Engineering

o Experience:
- Minimum 3 years of experience in mobile and/or web application development.
- Proven expertise in coding languages such as JavaScript, Python, Node Js, Angular.
- Familiarity with core and frameworks like Odoo, lonic, Firebase.

o Skills:
- Ability to work collaboratively in a multidisciplinary team.
- Strong problem-solving and debugging skills.
- Experience with API integration and cloud-based systems.

9. Application and Selection Process
o Propose technical solutions, personnel and implementation roadmap.
o CVs of project participants.
o Capacity profile, Scanned copies of diplomas, certificates and related documents.
o Propose project implementation costs (total in package, including personal income tax or
VAT).

Interested candidates must submit a Proposal and complete the online application via email at
info@leaderinyou.vn by 5:00 PM (31/03/2025). Only shortlisted candidates will be contacted.
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DPIEU KHOAN THAM CHIEU
Nhom Chuyén gia Lap trinh Cong ngh¢ Thong tin
Xay dung Hé théng Theo doi s phat trién ciia thanh thiéu nién
(Ung dung YDMS)

1. Boi canh
Hé théng giam sat phat trién thanh thiéu nién (YDMS) 1a mot du an sang tao do CONG TY TNHH
KHAI PHONG TIEM NANG LEADERINYOU khoi xuéng, dugc hd trg boi chuong trinh Being
— sang kién vé strc khoe tam than qudc té duoc T6 chirc Grand Challenges Canada diéu phdi va hd
tro mot phﬁn boi Fondation Botnar, B Y té va Cham soc Xa hoi cua Vuong quéc Anh thong qua
Vién Nghién ctru Stre khoe va Cham soc Qudc gia (NIHR) va Chinh phu Canada, hop tac v6i Quy
Khoa hoc vi Chau Phi, Orygen va United for Global Mental Health (Lién hop quéc vi Sirc khoe
Tam than Toan cau). Sang kién nay nham giai quyét nhiing thach thirc cap bach vé stic khoe tam
thin ma thanh thiéu nién Viét Nam tir 10-15 tudi phai d6i mit bang cach tan dung cong nghé ky
thuat sb tién tién.
Ung dung YDMS tich hop céc hiéu biét vé tam 1y véi cac giai phap CNTT tién tién dé cung cap
phan hdi theo thoi gian thuc, cac bién phap can thiép dua trén dir li€u va cac cong cu an toan, than
thién v6i nguoi dung cho hoc sinh, phu huynh va thay ¢é giao.
Céc chuyén gia lap trinh CNTT s& déng vai trd quan trong trong viéc phat trién va trién khai img
dung YDMS, dam bao tmg dung dap ing moi yéu cau vé chirc ning, bio mat va trai nghiém ctia
nguoi ding. Ung dung YDMS huéng téi 1a:

1. Tang cudng diéu tiét cam xuc

2. Giam xung dot gia dinh

3. Cai thién giao tiép trong gia dinh

2. Poi twong, muc tiéu va két qua mong doi
2.1.  Doi twong siv dung:
Déi tugng tham gia thyc hanh trén YDMS App la:
e Thanh thiéu nién (12 hat nhan ciia Ung dung)
e Cha me/nguodi cham soc
e Thay c6 gido/nha trudng
e Don vi cung cap dich vu/doi ngii chuyén gia tim 1y

2.2.  Muc tiéu:
e YDMS App duoc xay dung 1 nén tang két hop chuyén mon tim 1y véi céc giai phap CNTT
tién tién dé cung cap phan hdi theo thoi gian thuc, can thiép duoc ca nhan hoa va nén tang
hd tro cho thanh thiéu nién, cha me va thﬁy cd gido.
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2.3.

Két qui mong doi khi dwa trng dung YDMS vio vin hanh:

Déi v6i thanh thiéu nién: Ung dung YDMS nhu mot ngudi ban dong hanh théng minh
gitip cac em (tir 10-15 tudi) chia sé cam xuc, nhan duoc cac huéng dan (cac hudng din
chuyén mon, bdi tdp goi ¥y, cic apps/games diéu tiét cam xic) dé thuc hanh/giai quyét

nhirng vin dé ma cac em co thé gip phai.

Déi v6i cha me, thy c6 gido: Ung dung YDMS 1a kénh giao tiép dé cha me, thay c6 gido
nam bat som

Dbi véi Pon vi cung cip dich vu: 13 cong cu dé quan 1y cap nhat cac ndi dung chuyén mén
cung cap cho tmg dung YDMS va phan tich téng hop dit liéu nham thiét ké cac chuong
trinh/giai phéap tao nén sy thay ddi tich cuc, toan dién & Cép do gia dinh va thanh thiéu nién.

3. Pham vi cong viéc

Nhoém chuyén gia 1ap trinh CNTT s€ chiu trach nhiém phat trién, thur nghiém va trién khai ung

dung YDMS. Cong viéc cia nhom 1ap trinh CNTT s@ tap trung vao viéc Chuyén ddi cac nghiép vu

cta chuyén gia tdm 1y vao tmg dung YDMS dua trén tai li¢u déc ta ctia chuyén gia phan tich nghiép
vu CNTT. Cac trach nhiém chinh bao g@)m:

3.1

3.2.

3.3.

Phit trién irng dung:
Phat trién (mg dung YDMS cho nén tang di dong (Android/iOS) va web bang cac ngon
ngir 14p trinh an toan va c6 thé mé rong (vi du: Ionic, Angular, Node js).
Lap trinh x4y dung céc tinh niing hd trg cdc muc tiéu chinh cua dy 4n:
— Diéu chinh cam xtic: Cac cong cu theo ddi trang thai cam xiic, bao gdm céc tinh ning
tu bao cao va truc quan héa dir liéu theo thoi gian thuc.
- Giai quyét xung dot: Cac cong cu tuong tac dé theo ddi va quan 1y xung dot gia dinh,
dua ra cac khuyén nghi phu hop.
- Giao tiép trong gia dinh: Cac mo-dun thao luén c6 hudng dan, cac cong cu dat muc
tiéu va trinh theo ddi tién trinh.
Xay dung va tich hop cac chirc nang dé danh gia (vi du: Bang cau hoi vé Diém manh va
Kho khin, Thang do giao tiép gitra cha me va thanh thiéu nién)

Thiét ké va tich hop co sé dir liéu:

Thiét ké va trién khai co s& dit liéu an toan, c6 kha ning mo rong dé luu triv va xur 1y dir
liéu nguoi dung.

DPam bao tich hop lién mach véi cac hé thng luu trit ddm may va phan tich dé cung cép
thong tin chi tiét theo thoi gian thyc trong khi van duy tri bao mat dir liéu.

Trai nghiém ngwoi dung va giao dién:
Tao giao dién tryc quan, than thi¢n véi ngudi dung, phuc vu cho hoc sinh, cha me va thﬁy
co gido.
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3.4.

3.5.

3.6.

3.7

e Két hop cac yéu tb tro choi héa (vi du: huy hiéu, phan thudng) dé khuyén khich sy tham

gia.
DPam bao kha ning truy cap cho ngudi ding c6 nhiéu trinh do k¥ thuat khac nhau.

Tudn thii bido mit va quyén riéng tw:

Trién khai cac giao thirc ma héa manh mé dé bao vé dir liéu nguoi dung nhay cam.

DPam bao tuan thi cac quy dinh bao vé dit liéu trong nude va qudc té (vi du: GDPR).
Thudng xuyén kiém tra img dung dé tim 16 hong va ap dung cac ban cip nhat dé duy tri
bao mat.

Kiém tra va dam bdo chit lwong:

Thuc hién kiém tra toan dién, bao gém céc bai kiém tra don vi, kiém tra tich hop va kiém
tra chap nhan cta ngudi dung, dé dam bao chirc ning, hiéu suat va do tin cay cta tng dung.
Gd 161 va giai quyét cac su ¢b k¥ thuat kip thoi trong sudt vong doi phat trién.

Hoé tro sau khi trién khai:

Cung cip bao tri va hd trg lién tuc cho tng dung YDMS, bao gdm cac ban cap nhat va cai
tién tinh ning.

Theo ddi hiéu suat ing dung, giai quyét phan hdi ciia ngudi dung va dam bao thoi gian
hoat dong tdi uu.

Yéu cau vé ngon ngii:

Ngbn ngit str dung trén YDMS App 1 ngdn ngir tiéng Viét.

4. Yéu ciu chi tiét vé ing dung

4.1.

4.2.

Chikc niing cot 16i:

Cong cu tu bao cao dé hoc sinh ghi lai cdm x10c va hoat dong hang ngay.

Phan hoi theo thoi gian thuc cho gia dinh dua trén dit liéu tong hop.

Chtrc nang danh gia dé danh gia tam 1y va giao tiép.

Thu vién tai nguyén véi cac tai liéu gido duc twong tac (vi du: video, huéng dan).

Tinh nang cong nghé:

HO tro da nén tang: Twong thich véi Android, iOS va nén tang web.

Phan tich dit liéu theo thoi gian thyce: Hinh anh hoa di liéu tong hop va an danh cho nguoi
dung va nha hoach dinh chinh sach.

Mo6-dun tuong tac: Can thi€p dugc ca nhan hoda, bai tap va cong cu tuong tac tro choi.
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4.3.

7.

Phwong an bdo mdt:

e Mai hoa dau cudi cho tat ca cac twong tac ciia ngudi dung va dir liéu duoc luu trir.

e Kiém soat quyén truy cdp dua trén vai tro cho cac loai nguoi dung khac nhau (hoc sinh,
phu huynh, nha gido duc).

e Sao luu thuong xuyén va giai phap luu trlit ddm may an toan.

Yéu ciu vé san pham ban giao

e Dong gbi va cai dat phan mém (YDMS App) trén App Store va CH Play;
e BO mi ngudn cua ing dung YDMS;

e BO{ tai liéu hudng dan quan tri, van hanh ung dung YDMS;

Ngon ngir 1ap trinh mong dgi

Nén tang Frontend Platforms (App): Ionic Angular

Nén tang Backend Platforms: Odoo

Ngon ngir 1ap trinh mong doi: JavaScript, Python, Angular
Hé théng quan tri management: PostgreSQL

Thoi gian thyc hién:

Thoi gian xdy dung Ung dung giam sat phat trién thanh thiéu nién du kién tir 15/03/2025 dén

31/08/2025 v&i cac mbc quan trong dudi day:

8.

e Thang 03/2025: Phan tich nghiép vu, viét tai liéu thiét ké chiic ning tng dung YDMS.
e Thang 6/2025: Cai dat phién ban Beta cta ng dung, khdi tao dir li¢u chuyén mon va dua
vao van hanh thir nghiém.
e Thang 7/2025: Tong hop cac y kién phan hdi va lap trinh hoan thién hé thong ing dung
YDMS.
e Thang 8/2025: Cai dat phién ban hoan thién cta hé thong img dung YDMS, tao tai khoan,
dao tao str dung va dua vao van hanh chinh thue.
v S budi dao tao, hd trg sir dung YDMS App tai thuc dia: 06 ngay
v' S6 luong chuyén gia CNTT: 02 chuyén gia
v/ Chi phi di lai, lvu tra ciia cac chuyén gia CNTT do LeaderInYou sép xép va chi tra.

Bing cip va kinh nghié¢m bt budc:

e Hoc van: Bé’mg ctr nhan hodc cao hon vé K¥ thuat phén mém, Khoa hoc may tinh.

e Kinh nghiém:
v/ C6 3 nam kinh nghiém trong phat trién tmg dung di dong va/hodc web-base.
v" Thanh thao ngén ngir 1ap trinh nhu JavaScript, Python, Angular.
v' Quen thudc véi cac nén tang nhu Odoo, lonic, Firebase
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e Ky nang:
v" Kha nang lam viéc cdng tac.
v' K§¥ ning giai quyét vin dé va g& 16i manh mé.
v/ Kinh nghiém tich hop API va hé thong dwra trén dam may.
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9. HO so ng tuyén:
o Dé xuét phuong an k¥ thuat, nhan sy va 1o trinh thyc hién.
e (CV cua cac thanh vién tham gia dy an.
e Ban hd so ning lyc, scan cac vin bang, chimg chi va gidy to lién quan.
e D¢ xuit chi phi thyc hién du 4n (tong cong chi phi theo goi d bao gém thué thu nhép ca
nhan hoic thué GTGT).

Ung vién quan tAm can gii Dé xuat va hoan thanh don tng tuyén tryc tuyén qua email:
info@leaderinyou.vn truwéc 17h00 ngay 31/03/2025. Ching t6i chi lién h¢ v6i nhiing tng vién

dat yéu cau.
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